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(57)Abstract: 

PROBLEM TO BE SOLVED: To transfer the right of access to a data file 
or a memory area from a high-order person to a low-order person by 
eliminating a participation to the data file from the high-order person. 
SOLUTION: In an IC card constituted by dividing a memory into plural 
files, the low-order person changes a transport key which is set by the 
high- order person into the key (b') which can be known only by himself 
while referring to an access condition for changing the key, which is set 
in the key EF, turns-on a transport bit which is given to the data file 
(DF), generates data EF-b required by himself under the data file(DF) by 
referring to an EF generating access condition which is set in DF and 
generates the key EF-c required by himself under DF by referring to the 
EF generating access condition which is set in DF. 
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T:feO. J&lT-?-n»cot.iTi5iBJt-S. I C;<7- K 1 

S A^J $n*^- E FfiMzi V > K 
t, ST, tiVyVY)V^Wmcr^ (STI 1) , 

[0 0 5 2] fiVyV-DV^WM-t^iL. fivy 

hDF^^1»ffi"4'0Ti^-tX*#1fffi05-^, 7 7-fJU 




t^^mm-r^ (st 1 2) . 
[0 0 5 3] feLflta:$nTii7a:ttn«, 7^-fex*«= 

(ST13) o fcLWAL^nT^^n 
'J^r'TJU^ (EF-ID) S:#fi8L, 7i7ii7,MMt 

;i'^7&>'#ffir^d^SA^s:^x-yi7-r^ (sti4) , t 

IC^mtJl.. :3V>h'tf^tt^t'M^ (ST15) . 
[0 0 54] fcL#?£L;^ittna, =iv>h*fl;5: 

-iXtiti^-r^ (STI6) , z:®it^{c*5tiT«, 
nfc+- E F (Z)-tt--f XlZ '^m^— E F fiM L fci^ 

h'^-^t^ffitcR^ (ST 1 7) , 

[0 0 5 5] hiy^ox-ui-ftiit, mz. 3v>Km5: 

vi^t^ (ST18) . ^-©iS'-i'T'*^' m 

umm^-i ii;^coTtm«-y--i'X*>>j^«i o/n'-t 

•tKX«^Jx(i3~ 1 SA'-r hTfe^t^, +>--fX;^i^iE 

»ctt, ji^-tJ-'fX^^s^Srs^-rux7H>xffi3t^ai:^ 

L, a-7>K^-^t)eSgJCM§ (ST19) . 
[0 0 5 6] :iZ.X. ■t)-'fX?5^*IE^T$.o:^ci:*iJir^n 
fc^^tcfi. S«Lfc=i^>K(c»-3"^. x-f h'J 

»r*&i&^-r'<#=t^-EF^«1t^S:4fi£L (ST2 0) , 

^n^m-^m.m\zmT?^ts (st2 d . 
-€-©ffl75ti*^$n-&o -tis-io-^. '^m<D\iv vm-timm. 

[0 0 5 7] ;i(Z)Xx-3'XWiffi©ll8 t*-y he«. 

^Ktf-yh*^ rij (om-^. ^mfm^rji^n-ci,^f£^^ 
rt^^L, sfc, roj T*n«^<^)fT^*v^$nfc 

[0 0 5 8] Lfc/5^-:3T. ±IB=^^-;$''r :/'tt?S®ll 1 f 
•yhS*i rij <7)«^JC«, =^^-^M^fT^J:t)^j:li|SO 
X^-^XlSfgW^S f-y hS*^ roj <i:«:^cC?.-r. ^ 
fc, roj (Dm-^iZit. ^^-^S2rff7if575^S*ncMt) 
e>-r, X5=— ^'Xlf^CD^S e«y hBJi* Toj i:Aj:oT 
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iris mmz.Htkif)mm&i\znt£i:>nit:iiit 
[0 0 5 9] ±ss+-E F^mmm<Dmi2-^izii\^^x. 

Sii*-A«iE^tI*l7L/^d^ofc«-& (ST 2 2) , 5^- 

>K^%4^^»rMS (ST 2 3) , Sfc> »ji^5*-*^*iE^ 
tC*§7Lfc«-& (ST2 2) , IE^^T^it*r-5kX 

Jt?>x«:s:^tts:»3b. 3-7>h-^-^tRiitc::s?> (st2 

4) , 

[0 0 6 0]iii9tt, h'yyx-^—h^^—jLU^y^'j 
y7^)v (EF) ^M\^-r^^-^(om^^m.m-r^yu 

IC;*j-Kld^\ ^1.g|5)5^^A:'3^n^h^>X4^-hE 
F«iM:3-7>K<&^fi-r^i:, ^-f. ;tjU'>hDFS:^ 
g£-rs (ST 1 0 1) , 

[0 0 6 1] t>v>hiyF^m$k-r^ii. ^A\z. 

-9y 7-1)1 (DF) tCsS;S^nTti-5X5^-^X«#g 
DFSTtf® h^>X#— ht'y h:*^*;t>tc:;'S:oTli.l) 
*^5*^<£:^x>>i7-rS (STl 0 2) , 
[0 0 6 2] fcLh7>Xd?-htf-y H;&«:t>t;^CoT 

*^*T^l/X4^>X«3t<^m;^jb, =i-7>Kt$^4^!i 
\zm^ (ST 10 3) o feb h5>X3j?-hb*-y 

vt^^y t.ti-:>x\^-^n\-i. ;::oh7>xjj^— h^— ef 

[0 0 6 3] h^>X#— 1-=^— EFtiM3x'>H*^fF 

)V (DF) ©Ti7-trX^f^$r#Rg-r-5. ^®*#<i:, ^ 

-t X ^ff^/O^'^d? L T I ^ ^ =^-OHg:&4^|g7&^?tiz: :^ nx 
Vi-&75^5d^€*iJSfr^^ (STl 04) , 

[0 0 6 4] ^vmiL^nx\i^is~nriVS.. Ti^-tx^fr 

^— l!t^Sci*-rsu-X4^>x«3t<&i±i;'7L. =iv>h'^ 

*.^^^fcs^ (STl 0 5) , s/t- febftSt^nxvi 
nfS. :;^fc, 3v>K«X{cx}t*$nxii-2)Xix;*> 
^"J7r-r;i'« (EF-ID) $#RaL. Ti^-fex^ti^ 

-1')l'«:*^i?ffi-r ^*^S*^^5"x>yi7T^ (STIO 

6)., I Dai«s#^^-rux 

3l?>Xll3t*ai*L, nv>K^-fr,t^|gfcMS (STl 
0 7) , 

[0 0 6 5] feL#?iLfj:ttntf. 

txm^;^ nxt>s=^^- E FCD-y-r X5^— 37 

7i'-feX*flfe<i:fj:oXt.i-S* U> hD Frt®?S#«g*gc-tJ- 

-^xtit^^-r-S) (STl 08) „ ;i<7)itt!^ic*3^ix«. 

Ji^^ nfc+- E F cOiJ-f XtC^K^- E F SrfiM bfc 
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•^>\^w^^mizm^ (ST 10 9) . 
[0 0 6 6] t>b^^T;a:itn«, 'Aiz. 3v>h'«5: 

■yi'T^ (STl 10) , dCDi^. ^-O^-fy^Tj^* 
r^EM»=^^-j t;5:-pTtm«it'fX*^«»JAtf 1 OA* 

::;3L, 3V>K^-fet^ffiJcM^ (STl 1 1) „ 
[0 0 6 7] it-fXA^'iEa-ea&ofctfiJWfSti 

fct&i&tr'<#^-EF^^«^«'4fiEb (STl 1 

2) , z:n^fi)f^®®(c»ix?:; (sti i 3) „ Z-cnt. 

[0 0 6 8] ;i®Xx-r$'Xlt$ScD^8 t*-y hg«. + 

aKh*-yh*i rij ^SfT^*%$nTti;S:ti 
JltSr^L, Sit. roj T?«)n«-?-Offj^*^;^£$nfc 

[0 0 6 9] Lfcd^^T, ise^^^-^-fyitffi^^l tf 
>yhB*^ rij o«^f:«, ^-iEJg^ff;a:*3;^i:v^lS0 

xx-iJ'xw^s^ms f-y hgTi? roj Lmi^-f. s 
fe, roj +-^jg^ff^c3*^§75^tcigt3 

Cf, XT— ^Xlt^CDllBtf-y haA^ roj t.ts.-:>-X 

[0 0 7 0] ±fe+-EF^«1flS®«jXi^^(C*5ViT. 
»2.*^*«iE^(Ci^7L/=c*^^fc«-& (STl 14) , x 

V>K#-t.t^^{CM^ (STl 1 5) o ^fc, «iA^:/5^' 
IE^tcMTL;tJl^ (ST 11 4) , iES*l7^ici*-r 

(ST 1 1 6) „ 

[0 0 7 1] mi ott, ^-=T-^m.'&<Dfz^(j:>mvf^ 

€:|g^-r^ (ST 3 1) o 

[0 0 7 2] *u>hDF^^.^-rst, a-7> 
K«:S!:tcTjts^^?nTti-sxu^>^"j7ri*>'U« (e 

F-ID) ^#Bp,L., Ti7-tix*f^<i:fj;oT^i-5):^U> 
S*^Sr5^x<yi't--5 (ST 3 2) . fct^ffiL/^Ct^*^ 



ZI■7>K^#■fc.tt^^cM^ (ST 3 3) « 

[0 0 7 3] fcL^^rna, ;^{caK+-EF^sit 

-5 (ST34) , 

[0 0 7 4] fcLjtst^nTtii^ittnfi, Ti'-fex^Sjft^ 

%4^§i(cM2. (ST3 5) . Sfc, fcLStAL^tlTt^n 
:^fc:> m-rs+-EF«glgtF«9lc=^-5^-^7Jt#ffi 

T-STi^sA^^siig-r^ (ST 3 6) , fcL-i^^E-rntf. 

L, u-^yy^m^^mzm^ (st3 7) . 
[0 0 7 5] fcL#ffiL;s:ttti«, zi^yvrnxiz-zm 

^'tt^^'x-yi^T-g) (ST 3 8) o 

i'^ti«-t)--rxttmfii~i 6A*-r hTfe^i:#. +i--r 
x«3fc«-ai:^L. zi-^yvw^m&izm^ (sts 

9) . 

[0 0 7 6] Zl^lT, •+J--1'X/6^iE^Tabc;tt*iJ8lr$n 

it«^*fT;^j: 5 ( s T 4 0 ) „ XtCfiSJ A« 

r2j $:*px.fct)©;d^', Bfr«®-9-rXJ;Dfe;^:$v^«^ 
««it-f X^S^&lc*-rs kX3j?>x«:Si:^&ttS:f7 
nv>F#*.tt^(c:;^^ (st4i) . 
[0 0 7 7] •?-5T^cltn«, Sff U;tay'> h'tcTA 

AM h©BCC^{rf*PLT, dflSr^K^-E F«g^{C 
tSttb (ST4 2) , iiaii|g«:£l/X7}^>X«3tfCTai 
;fjL, a-7>h'#-fc,t>tffitcM^ (ST 4 3) . 

[0 0 7 8] mi lit. ^—^-i$'^M(Drzsf)(Dmi^^ 
^mmr^ (sts d . 

[0 0 7 9] tJU>hDF^m^T^ii. 'A\Z, 3-7> 

K«:5:tcTm5^$nTi^?.xi/;<>iS"j y'7'r;P« (e 

F-ID) ^#BP,L. Ti7-trx*f*i:;j£oTt^^;tiU> 

SA^^^^-x-yi'-rS (ST 5 2) , =bL?¥ffiL;^cl»«^ 

=IV> (STS 3) . 

[0 0 8 0] t>b?¥SE-rn«, :^»rSK=^-EF^iHt 



(9) 
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(ST 5 4) ., 

[0 0 8 1] =bLBtS:g?tlTVi/ittn«. Ti7-feX^fl^ 
(ST5 5) o ^tz. %LmtL^tVX^^n 

-r^t^'^-ti^^mmr^ (stsg) . *)b#ffiL/cCitn 

ffi:»3L, av>K^t.4*^tcRS (ST 5 7) . 
[0 0 8 2] fcLi^ffifntf« nv>H«3t(3Tlt^$ 

(ST 5 8) . Z.(Dh^. ^-CDiS'-fT' 

X*ffi:^L, nv>h-^^4^c^{cM^ (ST5 9) „ 
[0 0 8 3] -tKXd^'IEST^r^AciWW^n 

it©*fT;^c5 (ST 6 0) „ mm<D^^ x\zmA.ii 

nv>F#-^l*eli{CRS (ST6 1) . 

[0 0 8 4] ^-pTT^Cftn^^ S{tL/tnv>K(cTA 

AW h«)BCC?r#*PLX, :in*^K=^— E F««tC 
^Sa^L (ST6 2) . ^<DMSiSS*^^X7p>X«X»^ 
TtB;^;b, 3-7>Kt**.«^fciR5 (ST 6 3) „ * 

CDII8 hf-;/ hSS: roj tT^, 
[0 0 8 5] 01 2tt, ^-Bi^rofca6®iftf^S!5iB^-r 

(ST7 1) . 

[0 0 8 6] tlU>hT>F^mm-r^t., "f^U 
^ h>J 1 2 1 <£^^-r-g>^ttrJ;0> ijU>hDF|^IC 

jg^^nfc^r-fji'^ (ID) >s:^r^=^-EF^mm 

m^w^r^^^^ij^^mm-t^ (st7 2) . 

X=S:tiiilL. zi-7>\^W-^^mizm^ (ST 7 3) „ 
[0 0 8 7] t)b#ltbTHfe«-&fC«. mm=^—7f>^a 

•y^^m\zrj.^xf^^^A-^^A^^mm~T^ (st7 4) . 



mizm^ (ST 7 5) . 

[0 0 8 8] 'bL'to-vm-frni^ =iy'>h'«3trt©+ 
-x-^'t. ^K^-EFrt»C*&^$tlTti*+-x- 
iS'i:^Rg^T-5 (ST 7 6) . 

TI.^-5«^fC« (ST7 7) . S^^-EFS«1t$g4> 

mmmzxi^^-^tix^^^E^y h&m^ ni \z-r^ 
(ST7 8) o 'A\z. mm^-EF^mmm'¥(D^~m 

*-<7)Bg^^-3i5:*'^>iS'^^'JTL (ST 7 9) , iE# 
(ST8 0) o 

[0 0 8 9] m«c)RAM«igKtt. m-^vtmuw 

M^AiJjirKBfC^i-fiJ^nTVi^. i:-^^.©«i^O*tJC 
f-yh^ rij fc-r^*^«. ^K4^-EF^e«$fi4>© 
+-©X5"-5'Xlt$ga)m8 f^v hg<^)ffitCte#T-5o 
^(De>yhtt, ^^^-EF^gglt^lCctOS^^tt?. 

•rfc<75x2&D, ttaiT^jc^tc, roj t^coTv^nti 
^M$n;t+-Ta&0, rij ^/^-^xt^nti^s^aa 

n*^* roj tt£^x^^rzm^\z\t. mim-^^WMwrn 

^A(D, ^fz. rij ttfoTi^^n\i. 

[0 0 9 0] Sfc. ^^-fig^Maf3*3ViX, ^-^T* 

Si:«»fLfcJl-&{C« (ST7 7) . ST, S^^-E 

Jis2<i:l^filO¥llBfcUfc*«^X. 
<*^ffi»«lSA^fe«B«ti-rti/6^©ffilgJom^fcf«y h 

^ roj tcTS (ST8 1) „ 
[0 0 9 1] :;^fc, ^-mm(Dm-^^—&ti'y>^^i 
o;f^lt-f U ;<> h-r^ (ST 8 2) . dWt^, + 
-E F^«1f?K'f h«:^ffl{CjtLXli/j:t.i«^ 
(Ctt (ST8 3) . SS^^— S6:^^i-l/X#>X«5:^r 
m:'3b. □•7>h*^^-^4^c,«fcR^ (ST 8 4) . Sfc, 
*;»c<tUc:3iL.Xti^;5:e>tf. 

3j?>x«it^ttJ:^L, =iv>h-#-^ttl8fcMS (STB 

5) , 

[0 0 9 2] m-^^ti^mwmmAii. yy-oim^m. 

:^-EFfiMI^, ^-y'-i^Ml^m. ^-y'—S'^'S.n 

(c#B8$ti. m'^^mfmw$LB\±^-5'—5'^'S!m\z 
[0 0 9 3] ±.m\^tziio\z. ^-ifimm^(r)m'^m 

MX$. o X t> M« nJ^ <h /j; S o 

[0 0 9 4] mi 3 7="— ^'EF'^.<^>7^-tXCDfc«6 
©!Kif^«ritt?«T^7D-^A'-h«:^UX*3i9, KAT-€- 
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:fyu>hDF^mmr^ (st9 d , 

[0 0 9 5] ;^U>hDFS:^^f St, :;^<:{I, 3-7> 

Km:s:frTft^$nTti-5xu^>5"J7T-f;P^S (e 

F-ID) ^mmL, T^-tX^^iitt-oTl^^tlU> 
hD Finite. ^^XU';<>5"J7T-f;U*A^#fiTS75^ 
ST&^Sr^x-yi'-r-S (ST 9 2) . fe L#aEL;^ti«-& 

a-7>\^W-^^mizmi> (ST 9 3) o 

[0 0 9 6] t)L#ffi-rntf. 'Aizmm^-^EF^m 
n^mm^mmr^. cio^fri:. t^a!-r«>RAM±cDBi 

(ST9 4) . 

[0 0 9 7] fcL-«tAL$tlTt^fj;^tn«, Ti/-^X^^ 

(ST9 5) . feL«Sa:5?nTlin«, 
{C. m-T'i) 7=^-5' EFffi«EF*0tC^LTTi7-tX^fT7^j: 
(ST 9 6) . ^©M31i^«<&l/X>!}?>7>mXtLX 
tB;'3b. =iv>K^-t,t^J8{cMS (ST 9 7) , 
[0 0 9 8] i:(3DJ:'5?a:1«fiKfc:feliT, I C:ft — 

[0 0 9 9] S-r. I C;^;-K^S!jg-rsi^lc:, 

hfct^oTiai 4 f'^-TJ; 5 7 T-f^P (MF) 
BBTtc "^-EF-a" ^iiML. Ildfc 1-^>X/}?— 

[0 10 0] ii^tiTS^*— Xk;*>:J'U:7r<JPEF 

^^tl. ^-©^^IC^LTtt. ^K4^-EF-a»wf^t 

[0 10 1] z(DVimx'Wnmf)^t}-\^^S:i'fm^t. 

4^- (a' ) tc^MT^o :i(7)^H(c«. mm^-EF 
tc $ tlT i S W T i' -tr X ^#Bi-r 

■5. VX^Xz'f^'l' (MF) lC#-^$nT 

J:-5>-7X^7 7"f;U (MF) SeTO=^^— ©t'M^^Jg^S 

[0 10 2] ^tT^tt, g#^'i£:^S<i:-rSx- 

^'EF-a*-7X^>'T'f;i' (MF) BBT»r«iM-rs. 

vx5'7/"r;u (mf) fcta^^nTi^se 
F fiMffl T ^ -t:x^ft=*#fig-r s. 

X'JT (xu>t>^"j7r'fJi') 



[0 10 3] S;t%fT#«, 7:/'J^r— >3>ji#t#»c 
Mi*-rs;^c«e)©x— ^'^T'f (DF) ^, ■^T.^yy 
(MF) iSTIcMfiE-r-S. DFCiSSfSlglTCD^D 

-tctieoTfT^^n, vx^:7r-f;u (mf) 

jc^^^nxi^s-r-^'^T'f (DF) m!&mT^± 

[0 10 4] t^^'tc. ^fT#tts^x-^'7r'r;p (D 

XTf^-h^-EF-bSrtiM-rSo h^>X;}?-h+- 

EF-b©)tiM«^9(D>'D— ^r^^e•r>T^T^^n. 

^. #B8-r'2)Ti7-trXlfe<2^(a^^-?'-^'7r-f;U (D 

ab^vx^'^y-f (MF) {C#-%-$nTtiSTi'-lrX 

[0 10 5] -rp^tc^fT^td:, z:<Dh5>x>l?-h4^- 
EF-brttC, h7>X#-H=^^-^i9:5tTS, h7> 

xd^— h=^^— <z)^^«i2ii ocDyu—izu-oxnt^n. 

?Pf^tfj:oTt^S^-EF-b{''f^-%-$nT 
t^S. +-^^ffl®7i'-lrX*f^2r#Bg-r«)o 
[0 10 6] ^.(D^mX'TZf^Jir-iya >ii«t#75^*- 

^fT#>{)^*l9:^Lfch^>X7j?-l-+-^i* 
«)*^d^»»3^S+- (b' ) fC^HrSo ^(O^^Mtc: 
tt, afe=*^-EFfC^«3nTti?)+-^MIH®T^-tr 
X^fr^#Bg-rSo ^<Dm.-^X\ y'-^yy-OV (D 
F) tC##$nTVi-5 K7>X#— hd^*:t>$ 
n, ^fT#fCJ;Sx-i^:7T<;i' (DF) IBTO 

[0 10 7] -^^'IC. TT'iJ^r— >3 >S«#«, e# 
i&^ii:>5aiT-5)5='-iS'EF-b5:7^-^>'T-fJP (D F) 
BSTtcfiMTS, 7^-iS'EF-b®fiM«07C9:7D- 
JciieoTfT^^tl, 7^-3^7 T-fJU (DF) 

^^$nTl^SEFiiMfflTi'irX^#?:#S^TS, 

[0 10 8] S;tT7'U'ir— >3>JS«#tt, e*-;;^^;^:^ 

str-s^-EF-c^TT^— :$'7r'r;i' (df) bstjc 

iiMf^o 4^— EF-ccoiiM«lll8©7 0— fctJe^T 
fT^^n, dc^^'&fc. ^-^yy-fJV (DF) 
nx^i^ E F fiMffl 7 i7 -feX^#Sr#Bgf So 
[0 10 9] =iv>K*STfl2®J;5fc/j:oT*5 0, # 
tc. aSO+— EFtiM=i-v>Fi: h^>X7^?-h^— 
[0 110] T/i*5^. jia©+-EFtiMav>Ft 
h^>X#-h+-EFiiM=lV>Kai$^SiJU. h7 
>X/J^- h 4^- E F iMa -7 > KcD^-^ttm 9 (D7 D- 
^^-htrJ:OMS$n. ffl^<73=¥-EFfiM3-7>K 

[0 111] 
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3V>K3-h*A/A I D (E 

n-7>K=i-HB/K I D/K 
h ^ >X 3}?- h 4^- E F fiMn V > K 
3V>H3— KC/K I D/K 

]|iM-r^«^«;^; hD F©^D F©7i7-fe7.^ft^ 
#fiS-rS. S^DF©T;?-feX*#«±fii#7i^^SL^fc 
OTfeO, H^>XJ|?-h+-EF<Z)«iMtt±{4#*ifT 

[0 112] ^fz, h7>XJj?-h4^— EF'v©h^> 
X7j«- h+-a)^5^Nf«^KE F07'i7-feX^^2|=^&#Bi 
•f-S^^. ^MEFCDTi7-trX^f^Hh7>X#-H=^^— 
E F ©tJfigR^fc Ji{4#*^iS:^-r S =b (DX'$> D . ±{4^« 

[0 113] ;^l/>hDFgET(c7^U^— >3>ti« 
E F ^ga^-r-S «^«;^» U > h D F E F 

^mtD F!|iMB#tc±fi:«d^*gS^-r ^ z: i t;i^j:^o 
[0 114] L-A^L. h7>X#- h+-®^M^«c: 
ODFCTi'-feX^ftSrfflt^^MS (5^-^EF, ^- 

[0 115] SCfC. ^-EFtiMffl<^Ti7-tX*fl^i: 

UT:fe< C iiX'TZfV > 3 h 5 >X7j?- 

h=^^-^^SL;tt*i;g*'Tfflt^«.^-E F^^^L. 
;iOg#-effll^'5+-E F04--©^gHt$84'®fiS-&t: 
•y hfg5£«^(rckl9DFOT^-feX^frS:SIST#l.S 

F©tiMCDfcJ6<7)DFCD7i7-tx^#75^*ii^S^tlT, 7^ 
-^^ E F cDfiM;*^ Blig i: ^ ck p fc bT*3 < . 
[0 116] ^:<Z)J;5{r-r-5Cl<i:T, ±fe*f«DFCDT 

f^^<l:;^j:<. TT'U ^r-->3 >Ji^#CO*;itD FOT 
[0 117] JKi±i»l«U;fcJ;5fr±Baf8Bj©||jga)jgSg 
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